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1. Spring Security HEZ2 {4

‘EM: https://projects.spring.io/spring-security/
Spring Security =3 KR, HZS 5 @ il I SZHIE, S5RAET Spring K Y

HEZE

Spring Security [{ I fE:

1) Authentication: TAIE, Ft2H &%

2) Authorization: XA, W P IIA AR, ATRADT 44 BEYE .
3) Py, BiibEuiER, session K&

4) AEH R 5 454 SpringMVC #1718


https://projects.spring.io/spring-security/
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1) NIEThAE
2) BATRE
3) N The
4) SiHEH
5) A7

6) rememberMe IhfE
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1) Shiro FIHC & A1 H LU AT ., Spring Security | F- & 4Lk,

2) Shiro KHIPEAL, ANFEEALMMELEAIZESS, I LAPRSLIZ24T . Spring Security &K
#i Spring 5 %%
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3. Spring Security+SpringMVC+Spring ¥1&

3.1.IDEA A LM ERL B

P T RS T

Build, Execution, Deployment

|| Always update snapshots

Output level: Info v
~ Build Tools B
Checksum policy: No Global Policy v
Maven
I T = Multiproject build fail policy: | Default M
Ignored Files B Plugin update policy: Default v | ignored by Maven 3+
Runner B Threads (-7 option):
Running Tests & Maven home directory: C:/apache-maven-3.3.9
Repositories B (Version: 3.3.9)
> Gradle & User settings file: C\apache-maven-3.3.9\confisettings.xml
Gant = Local repository: T T T TS e O ST
» Compiler B
> Debugger
Remote Jar Repositories &
> Deployment
Arcuillisn ©Cantainar =

7E Runner Bt & T 241

Build, Execution, Deployment } Build Tools ) Maven } Runner For current prc

Runinb

Environment variables:
Properties

[] Skip tests

—DarchetypeCatalog=internal

"9.0.1"°, path: C:/Program Files/Java/jc

-DarchetypeCatalog=internal
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3.2. 6i& Maven I B

T INEW IVIuuuie

e Ar

e = Java Module SDK: 72 Project SDK (9.0}
%, Java Enterprise
- Create from archetype
. JBoss
JZME » netstmaven-sarmaven-archetype-sar
» org.apachecamel.archetypes:camel-archetype-activemq
) Clouds
» org.apache.camel.archetypes:camel-archetype-component
# Spring » org.apache.camel.archetypes:.camel-archetype-java
'§ Android » org.apache.camel.archetypes:camel-archetype-scala
Intelli) Platform Plugin | »  org.apache.camel.archetypes:camel-archetype-spring
» org.apache.camel.archetypes:camel-archetype-war
» org.apache.cocoon:cocoon-22-archetype-block
m N » org.apache.cocoon:cocoon-22-archetype-block-plain
adle (Kotlin DSL)
» org.apache.cocoon:cocoon-22-archetype-webapp
(& Gradle . i
» org.apachemaven.archetypes:maven-archetype-j2ee-simple
G Groovy » org.apache.maven.archetypes:maven-archetype-marmalade-mojo
) Griffon » org.apache.maven.archetypesmaven-archetype-mojo
Grails » org.apachemaven.archetypesmaven-archetype-portlet
Application Forge » org.apache.maven.archetypesmaven-archetype-profiles
» org.apache.maven.archetypesmaven-archetype-quickstart
 static Web » org.apachemaven.archetypesmaven-archetype-site
___| EzFlash - - - - = =
K Kotlin org.apache.maven.archetypes:maven-archetype-webapp
b org.apache.maven.archetypes:softeu-archetype-jsf
» org.apachemaven.archetypesssofteu-archetype-seam
» org.apachemaven.archetypessofteu-archetype-seam-simple
» org.apachemyfaces.buildtools:myfaces-archetype-helloworld
» org.apachemyfaces.buildtools:myfaces-archetype-helloworld-facelets
le Ar
Add as module to <none>
crm
- Parent <none>
Groupld cnsm1234
Artifactld 01.spring-secu rity|

Version 1.0-SNAPSHOT
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9 INEW IVIOUUIE
Ar

Module name: | 01 .Fspringsecurity

Content root: E\idea workspace\crm\01.springsecurity

Module file location:| E\idea workspace\crm\01.springsecurity

3.3. BN XA A ER

5 BIHMELE
1) Spring (£1¥% Spring-MVC)
2) ServletAPI

3) Spring-Security (*)

<?xml version="1.0" encoding="UTF-8"?>

<project xmlns="http://maven.apache.org/POM/4.0.0"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation="http://maven.apache.org/POM/4.0.0

http://maven.apache.org/xsd/maven-4.0.0.xsd">

<modelVersion>4.0.0</modelVersion>

<groupId>cn.sml234</groupIld>

<artifactId>01l.spring-security</artifactId>

<version>1.0-SNAPSHOT</version>

<packaging>war</packaging>

<url>http://www.example.com</url>
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<properties>

<jdk.version>1.9</jdk.version>

<spring.version>4.3.10.RELEASE</spring.version>

<spring.security.version>4.2.3.RELEASE</spring.security.version>

<jstl.version>1.2</jstl.version>

<servlet.version>2.5</servlet.version>

</properties>

<dependencies>

<dependency>

<groupld>org.springframework</groupIld>

<artifactId>spring-core</artifactId>

<version>${spring.version}</version>

</dependency>

<dependency>

<groupld>org.springframework</groupIld>

<artifactId>spring-web</artifactId>

<version>${spring.version}</version>

</dependency>

<dependency>

<groupld>org.springframework</groupIld>

<artifactId>spring-webmvc</artifactId>

<version>${spring.version}</version>

</dependency>
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<!-- Spring Security -->
<dependency>

<groupId>org.springframework.security</groupId>

<artifactId>spring-security-web</artifactId>

<version>${spring.security.version}</version>

</dependency>

<dependency>

<groupId>org.springframework.security</groupId>

<artifactId>spring-security-config</artifactId>

<version>${spring.security.version}</version>

</dependency>

<dependency>

<groupld>jstl</groupId>

<artifactId>jstl</artifactId>

<version>${jstl.version}</version>

</dependency>

<dependency>

<groupId>javax.servlet</groupId>

<artifactId>servlet-api</artifactId>

<version>${servlet.version}</version>

<scope>provided</scope>

</dependency>

</dependencies>

<build>
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<plugins>

k JRETEE —->

<plugin>

<groupId>org.apache.maven.plugins</groupId>

<artifactId>maven-compiler-plugin</artifactId>

<version>3.2</version>

<configuration>

<source>1.9</source>

<target>1l.9</target>

<encoding>UTF-8</encoding>

<showWarnings>true</showWarnings>

</configuration>

</plugin>

at 7 M >

<plugin>

<groupId>org.apache.tomcat.maven</groupIld>

<artifactId>tomcat7-maven-plugin</artifactId>

<version>2.1</version>

<configuration>

<port>8080</port>

<path>/ssl</path>

<server>tomcat7</server>

</configuration>

</plugin>

</plugins>

</build>

</project>
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3.4.Bd & web.xml

<?xml version="1.0" encoding="UTF-8"?>

<web-app xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns="http://java.sun.com/xml/ns/javaee"
xsi:schemalocation="http://java.sun.com/xml/ns/javaee

http://java.sun.com/xml/ns/javaee/web-app 2 5.xsd"

version="2.5">

<!-- J§z) Spring -->

<listener>

<listener-class>org.springframework.web.context.ContextLoaderListener</liste
ner-class>
</listener>
<context-param>
<param-name>contextConfigLocation</param-name>
<param-value>
classpath:applicationContext.xml
</param-value>

</context-param>

<!--JF%) SpringMvC—->
<servlet>

<servlet-name>DispatcherServlet</servlet-name>

<servlet-class>org.springframework.web.servlet.DispatcherServlet</servlet-cl

ass>
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<init-param>
<param-name>contextConfigLocation</param-name>
<param-value>classpath:springmvc.xml</param-value>
</init-param>
<!-- IR##)E50# Serviet—->
<load-on-startup>1</load-on-startup>
</servlet>
<servlet-mapping>
<servlet-name>DispatcherServlet</servlet-name>
<url-pattern>/</url-pattern>

</servlet-mapping>

</web-app>

3.5.8if & Spring #1 SpringMVC XX

3.5.1. applicationContext.xml

<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:context="http://www.springframework.org/schema/context"
xmlns:aop="http://www.springframework.org/schema/aop"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans.xsd
http://www.springframework.org/schema/context

http://www.springframework.org/schema/context/spring-context.xsd
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http://www.springframework.org/schema/aop

http://www.springframework.org/schema/aop/spring-aop.xsd">

</beans>

3.5.2. springmvc.xml

<?xml version="1.0" encoding="UTF-8"7>>

<beans xmlns="http://www.springframework.org/schema/beans"

xmlns:mvce="http://www.springframework.org/schema/mvc"

xmlns:contenxt="http://www.springframework.org/schema/context"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalLocation="

http://www.springframework.
http:
hiEEpE
http:
hiEEpE

http:

</beans>

A

//www.

//www.

//www.

A

springframework.
springframework.
springframework.
springframework.

springframework.

org/schema/beans
org/schema/beans/spring-beans.xsd
org/schema/mvc
org/schema/mvc/spring-mvc.xsd
org/schema/context

org/schema/context/spring-context.xsd">

3.6.ft & Spring Security (*)

web.xml
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<!-- SpringSecurity iLJE#HE —->
<filter>

<filter-name>springSecurityFilterChain</filter-name>

<filter-class>org.springframework.web.filter.DelegatingFilterProxy</filter-c
lass>
</filter>
<filter-mapping>
<filter-name>springSecurityFilterChain</filter-name>
<url-pattern>/*</url-pattern>

</filter-mapping>

<!-- Jiz) Spring -->

<listener>

<listener-class>org.springframework.web.context.ContextLoaderListener</liste
ner-class>
</listener>
<context-param>
<param-name>contextConfigLocation</param-name>
<param-value>
classpath:applicationContext.xml
classpath:spring-security.xml
</param-value>

</context-param>

spring-security.xml
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<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:security="http://www.springframework.org/schema/security"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-4.2.xsd

http://www.springframework.org/schema/security

http://www.springframework.org/schema/security/spring-security-4.2.xsd">

<security:http>

<security:http-basic/>

</security:http>

<security:authentication-manager>

</security:authentication-manager>

</beans>

4. HttpBasic 5 =\ AL FR 23R

4.1.485 ProductController

package cn.sml234.controller;

import org.springframework.stereotype.Controller;

import org.springframework.web.bind.annotation.RequestMapping;




SM

e

sm1234.cn

/NR Java SR R T HRE

/**

*

*

*/

@author http://www.sml234.cn
@version 1.0
@description PACKAGE NAME

@date 18/4/12

@Controller

@RequestMapping ("/product")

public class ProductController {

Jx#
* RS
*/
@RequestMapping ("/index")
public String index () {

return "index";

@RequestMapping ("/add")

public String add() {

return "product/productAdd";

/**
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* R EE

*/

@RequestMapping ("/update")
public String update () {

return "product/productUpdate";

Jx#
* A
*/
@RequestMapping ("/list")
public String list () {

return "product/productList";

Jx#
* AR
*/
@RequestMapping ("/delete")
public String delete() {

return "product/productDelete";

4.2. springmvc.xml

<?xml version="1.0" encoding="UTF-8"?>

<beans xmlns="http://www.springframework.org/schema/beans"
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xmlns:mve="http://www.springframework.org/schema/mvc"

xmlns:contenxt="http://www.springframework.org/schema/context"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalLocation="

http://www.springframework.org/schema/beans

http://www.springframework.org/schema/beans/spring-beans.xsd

http://www.springframework.org/schema/mvc

http://www.springframework.org/schema/mvc/spring-mvc.xsd

http://www.springframework.org/schema/context

http://www.springframework.org/schema/context/spring-context.xsd">

<!-- #7## controller H-->

<contenxt:component-scan base-package="cn.sml234"/>

<1 == VERE T AL PR 5 AT 5 R PR 5 B 7 ——>

<mvc:annotation-driven></mvc:annotation-driven>

<! - REHraF-—>
<bean class="org.springframework.web.servlet.view.InternalResourceViewResolver">
<l ——FiE —-->
<property name="prefix" value="/WEB-INF/jsp/"/>
<!-- Jg4F-->
<property name="suffix" value=".jsp"/>

</bean>

</beans>
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> _ resources jj
v [0 webapp ;_]
v I WEB-INF -
L jsp 2k
v product |
45w productAdd.jsp j q
sse productDelete.jsp % :.
sse productlList.jsp =
ssp productUpdate.jsp %
ssp index.jsp 3
- k|

4.3. spring-security.xml

<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:security="http://www.springframework.org/schema/security"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-4.2.xsd

http://www.springframework.org/schema/security

http://www.springframework.org/schema/security/spring-security-4.2.xsd">

<!-- <security:http>: spring IJE#HHENTE -
1) B4 W
2) T4 2IFA4 78 AR
3) EXUUE T A: HttpBasic, FormLogin (*)

1) EXEBERIAE, EXEFRIFRIIE & X R 77

<security:http>
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<'/ N
pattern: B EEIH
access: F#
isFullyAuthenticated () : ZR Wi Z A uE7 7] LIy H
——>

<security:intercept-url pattern="/**" access="isFullyAuthenticated()"/>

<!-- security:http-basic: @/ HttpBasic Izl ir &R CliF) -->
<security:http-basic/>

</security:http>

<l--

security:authentication-manager: tAiFEPE#

1) Ak lEB#EHETTS TR S, &1, 2550077 D

<security:authentication-manager>
<security:authentication-provider>
<security:user-service>
<security:user name="eric" password="123456"
authorities="ROLE USER"/>
</security:user-service>
</security:authentication-provider>
</security:authentication-manager>

</beans>
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:8080/ss1/product/index

HEH TS IIIE

http://localhost:8080

A |

=15

g
B RIS —

5. FormLogin 7 ¥ERIA R SEHL (%)

<?xml version="1.0" encoding="UTF-8" 7>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:security="http://www.springframework.org/schema/security"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-4.2.xsd

http://www.springframework.org/schema/security

http://www.springframework.org/schema/security/spring-security-4.2.xsd">

<!-- <security:http>: spring W JEAHEN] & -
1) i BB A T
2) 14 ZWHA 4 58 AR
3) EXUUF A HttpBasic, FormLogin (*)
1) FRBRIA, EXERIFGKIME, TR 775
-—>
<security:http>

<l--
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pattern: i BRI

access: F# A
isFullyAuthenticated () : Z& R ZliF4 nf Ly
isAnonymous () : NHEELH A AL (GRS R4 )

permitAll () : LHHTAN (ELFIERHF) Tk

<security:intercept-url pattern="/product/index" access="permitAll()"/>

<security:intercept-url pattern="/**" access="isFullyAuthenticated()"/>

<!-- security:http-basic: &/l HttpBasic ZyZlH{TER CAUE) -->

<!--<security:http-basic/>-->

<security:form-login/>

</security:http>

<l ——
security:authentication-manager: iAiFEPL#
1) HIFEEIRMT . S5, B, A R
-—>
<security:authentication-manager>
<security:authentication-provider>
<security:user-service>
<security:user name="eric" password="123456"
authorities="ROLE USER"/>
</security:user-service>
</security:authentication-provider>
</security:authentication-manager>

</beans>
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[ Login Page %

= C | ® localhost:8080/ss1/login

Login with Username and Password

User: [

Password: |
| Login |

6. Spring Security TR E 1

J&JZ: 1% SpringSecucrityFilterChain

VLA & . -

<l—— SprinaSecyritviydy

pringsecuri

<filter>

<filter—nam4>springSecurityFilterChain< filter-name>
<filter-clasS>0rq.SpLiNgLLamework.-web.t1lter.DelegatingFilterProxy</filter-class>
</filter>

<filter-mapping>
<filter-name>springSecurityFilterChain</filter-name>
<url-pattern>/*</url-pattern>

</filter-mapping>

7. B GEFRWME, BREXEXRFER

71. BEXERIE

<?xml version="1.0" encoding="UTF-8"?>

<beans xmlns="http://www.springframework.org/schema/beans"
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xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:security="http://www.springframework.org/schema/security"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-4.2.xsd
http://www.springframework.org/schema/security

http://www.springframework.org/schema/security/spring-security-4.2.xsd">

<!-- <security:http>: spring JIJE#EIE
1) FGELHS L I
2) (T4 F 458 ERIR
3) EXhiF 7 #: HttpBasic, FormLogin (*)

4) JEXERT, &XERGKII &R RUFE T 20

<security:http>

<l--
pattern: B BIER
access: P
isFullyAuthenticated () : ZHF K ZiFA i i
isAnonymous () : HEEZ A 7] iyl (WIR SR 5% v 1)
permitAll () : RHFHTHN (ELFERT) Tt
-—>

<security:intercept-url pattern="/product/index" access="permitAll()"/>
<security:intercept-url pattern="/userLogin" access="permitAll()"/>

<security:intercept-url pattern="/**" access="isFullyAuthenticated()"/>

<!-- security:http-basic: @}/ HttpBasic Hz{{r& R (liF) -->

<!--<security:http-basic/>-->
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<!-- login-page: [HiEXEGRIE -->

<security:form-login login-page="/userLogin"/>

</security:http>

i ty:authentication-manager: hiF & A

)
o
Q
S
I
o+

1) Nl B 4, #2551 KR

<security:authentication-manager>

<security:authentication-provider>

<security:user-service>

<security:user name="eric" password="123456" authorities="ROLE USER"/>

</security:user-service>

</security:authentication-provider>

</security:authentication-manager>

</beans>

7.2. EEXEFRIFEK

<?xml version="1.0" encoding="UTF-8"7>>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:security="http://www.springframework.org/schema/security"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-4.2.xsd

http://www.springframework.org/schema/security




sM Kalska

sm1234.cn

/NR Java SR R T HRE

http://www.springframework.org/schema/security/spring-security-4.2.xsd">

<!-- <security:http>: spring I JE#HHETE :

1) FEEAMA L

2) 114

HIRIT A A CAXIR

3) EXUUFA: HttpBasic, FormLogin (*)

1) EXEBERAE, EXEFRFRIIE & X R TrC

-—>

<security:http>

<!I--
pattern: R IR
access: #H
isFullyAuthenticated () : ZWH IR Z A ulA 7] Ly
isAnonymous () : NHEELH A AL (Q1EERM R )
permitAll () : RHFATAN (EERERM ) 777
-—>
<security:intercept-url pattern="/product/index" access="permitAll()"/>
<security:intercept-url pattern="/userLogin" access="permitAll()"/>
<security:intercept-url pattern="/**" access="isFullyAuthenticated()"/>
<!-- security:http-basic: @/ HttpBasic Izl ir &R CliF) -->

<!--<security:http-basic/>-->

<! —-=

login-page: H i X 7% T

login-processing-url : BoRig KL LF

-—>

<security:

form-login login-page="/userLogin"
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login-processing-url="/securitylLogin" />

<!-- KMl Spring Security CSRF Hl#) —->
<security:csrf disabled="true"/>

</security:http>

<l ——
security:authentication-manager: iAiFEPL#
1) LGB0 5, B, 25T R
-—>
<security:authentication-manager>
<security:authentication-provider>
<security:user-service>
<security:user name="eric" password="123456"
authorities="ROLE USER"/>
</security:user-service>
</security:authentication-provider>
</security:authentication-manager>

</beans>

TTP Status 403 - Could not verify the providea CSRF token

because your session was not found.

YIS Status report
[T Could not verify the provided CSRF token because your session was not found.

e aae Access to the specified resource has been forbidden,

Apache Tomcat/7.0.37
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8. user-service At B SEI A P AR 1 7] 32 i)

<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:security="http://www.springframework.org/schema/security"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-4.2.xsd

http://www.springframework.org/schema/security

http://www.springframework.org/schema/security/spring-security-4.2.xsd">

<!-- <security:http>: spring W JEAHEN] & -
1) it B4 W
2) M4 FHA A IR
3) & Xl 7 zl: HttpBasic, FormLogin (*)

4) JEXBRI, ERERIFRMGE E K RUIET7 0

<security:http>
<l--
pattern: g BEEEIE
access: F#G A
isFullyAuthenticated () : ZR Wi Z A uE7 7] LIy H
isAnonymous () : HHEEH A AT LI (UIRE R B2 1)

permitAll () : THFIIBHN (EZFRERG ) T

-—>
<security:intercept-url pattern="/product/index" access="permitAll()"/>

<security:intercept-url pattern="/userLogin" access="permitAll()"/>
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<security:intercept-url pattern="/product/add"
access="hasRole ('ROLE_USER')"/>

<security:intercept-url pattern="/product/update"
access="hasRole ('ROLE_USER')"/>

<security:intercept-url pattern="/product/list"
access="hasRole ('ROLE ADMIN')"/>

<security:intercept-url pattern="/product/delete"
access="hasRole ('ROLE_ADMIN')"/>

<security:intercept-url pattern="/**" access="isFullyAuthenticated()"/>

<!-- security:http-basic: &/l HttpBasic ZyZlH{TER CAUE) -->

<!--<security:http-basic/>-->

<!--

login-page: Hi&EXERIE
login-processing-url : SR 7RI AF

-——>

<security:form-login login-page="/userLogin"

login-processing-url="/securityLogin" default-target-url="/product/index"/>

<!-— HEXIRELEE >

<security:access-denied-handler error-page='"/error"/>

<!-- XH] Spring Security CSRF Pl -->
<security:csrf disabled="true"/>

</security:http>

<l--

security:authentication-manager: tAilFEPE#
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<security:authentication-manager>
<security:authentication-provider>
<security:user-service>
<security:user name="eric" password="123456"
authorities="ROLE USER"/>
<security:user name='"jack" password="123456"
authorities="ROLE ADMIN"/>
</security:user-service>
</security:authentication-provider>
</security:authentication-manager>

</beans>

9. H%E X UserDetailService R8I A P LR
v 1) 32
KA. f# ] UserDetailService $% I

9.1. fl] UserDetailService [ SCI 3

package cn.sml234.security;

import org.springframework.security.core.authority.AuthorityUtils;
import org.springframework.security.core.userdetails.User;
import org.springframework.security.core.userdetails.UserDetails;

import org.springframework.security.core.userdetails.UserDetailsService;
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import

org.springframework.security.core.userdetails.UsernameNotFoundException;

/**
* @Qauthor http://www.sml234.cn
* @version 1.0
* @description cn.sml234.security
* @date 18/4/13
*/

public class MyUserDetailService implements UserDetailsService {

/**
* JoadUserByUsername: B/ 15.5
* @param username
* @return
* @throws UsernameNotFoundException
*/
@Override
public UserDetails loadUserByUsername (String username) throws
UsernameNotFoundException {
//UserDetails: LI/ #7100
User user = new User( "eric","123456",

AuthorityUtils.commaSeparatedStringToAuthorityList ("ROLE_USER") ) ;

return user;




HREE
sm1234.cn

/NR Java SR R T HRE
Hrb User 255 /& UserDetail SEFZE, T HBEHIEEKER

9.2.spring-Security.xml @it &

<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:security="http://www.springframework.org/schema/security"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-4.2.xsd

http://www.springframework.org/schema/security

http://www.springframework.org/schema/security/spring-security-4.2.xsd">

<!-- <security:http>: spring IJE#HHENTE -
1) HEERES LTI
2) A FWN 4 A ERIR
3) EXUUF A HttpBasic, FormLogin (*)

1) EXERAE, EXEFRIFRIIE & X R 77

<security:http>

<l--
pattern: i BRI
access: F#7T=
isFullyAuthenticated () : Z& R ZliF4 ml Ly
isAnonymous () : NHEH /7 AT L1 (UIERE R /B0 1)
permitAll () : RIFHIAN (ELFIERH ) 757
-—>

<security:intercept-url pattern="/product/index" access="permitAll()"/>
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<security:intercept-url pattern="/userLogin" access="permitAll()"/>
<security:intercept-url pattern="/product/add"
access="hasRole ('ROLE USER')"/>
<security:intercept-url pattern="/product/update"
access="hasRole ('ROLE USER')"/>
<security:intercept-url pattern="/product/list"
access="hasRole ('ROLE _ADMIN')"/>
<security:intercept-url pattern="/product/delete"
access="hasRole ('ROLE_ADMIN')"/>

<security:intercept-url pattern="/**" access="isFullyAuthenticated()"/>

<!-- security:http-basic: @/ HttpBasic Izl ir &R CliF) -->

<!--<security:http-basic/>-->

<l ——
login-page: H i X 7% T
login-processing-url : BoRig K ILF
-—>
<security:form-login login-page="/userLogin"

login-processing-url="/securityLogin" default-target-url="/product/index" />

<l—= HERXKRALLMIE —->

<security:access-denied-handler error-page="/error"/>

<!-- Ml Spring Security CSRF Hl#] —->
<security:csrf disabled="true"/>

</security:http>
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security:authentication-manager: iAiFE PE#%

1) Lk lEB#EHETT TR S, B, 550077 R

<security:authentication-manager>
<!-- [H&EX UserDetailService Jyil-->
<security:authentication-provider
user-service-ref="myUserDetailService">
<!--<security:user-service>
&lt;!&ndash;<security:user name="eric'" password="123456"
authorities="ROLE USER"/>
<security:user name="jack'" password="123456"
authorities="ROLE ADMIN"/>&ndash;&gt;
</security:user-service>—-->
</security:authentication-provider>

</security:authentication-manager>

<bean id="myUserDetailService"

class="cn.sml234.security.MyUserDetailService"/>

</beans>

10. B XEFRIE R AT E

I
1) BFRINALFE: AuthenticationSuccessHandler

2) BRI AN AuthenticationFailureHandler




@ il
sm1234.cn

/NR Java SR R T HRE

10.1. HEXERKINZLE

package cn.sml234.security;

import com.fasterxml.jackson.databind.ObjectMapper;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.security.core.Authentication;
import

org.springframework.security.web.authentication.AuthenticationSuccessHandler

import javax.servlet.ServletException;

import javax.servlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;
import java.io.IOException;

import java.util.HashMap;

import java.util.Map;

/**
* @Qauthor http://www.sml234.cn
* @version 1.0
* @description cn.sml234.security
* @date 18/4/13
*/
public class MyAuthenticationSuccessHandler implements

AuthenticationSuccessHandler {

//ObjectMapper: jackson HEZHIT RIS, HFHBEXNRA json Fifik

private ObjectMapper objectMapper = new ObjectMapper () ;
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/ * ok
* @param request
* (@param response
* @param authentication : [UZL Uk =117
* @throws IOException
* @throws ServletException
*/
@Override
public void onAuthenticationSuccess (HttpServletRequest request,
HttpServletResponse response, Authentication authentication) throws
IOException, ServletException ({
/ /i8] json FEHTH LS Hi i
Map result = new HashMap();

result.put ("succcess", true) ;

String json = objectMapper.writeValueAsString (result);
response.setContentType ("text/json;charset=utf-8") ;

response.getWriter () .write (json);

<?xml version="1.0" encoding="UTF-8"?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xmlns:security="http://www.springframework.org/schema/security"
xsi:schemalocation="http://www.springframework.org/schema/beans

http://www.springframework.org/schema/beans/spring-beans-4.2.xsd
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http://www.springframework.org/schema/security

http://www.springframework.org/schema/security/spring-security-4.2.xsd">

<!-- <security:http>: spring I JE#HHENE :
1) HEERES LTI
2) 1A ZWHAA 5 ERIR
3) EXUUFA: HttpBasic, FormLogin (*)
1) EXRBFRI, &XERIFGRME, T KR 7 ¢
-—>
<security:http>
<!I--
pattern: R IR
access: =R
isFullyAuthenticated () : ZH R ZEAulA 7] Lo
isAnonymous () : NHEEZH A AL (Q1EE R R )

permitAll () : RHHTAN (EHFIERMF) 7772

<security:intercept-url pattern="/product/index" access="permitAll()"/>

<security:intercept-url pattern="/userLogin" access="permitAll()"/>

<security:intercept-url pattern="/product/add"
access="hasRole ('ROLE USER')"/>

<security:intercept-url pattern="/product/update"
access="hasRole ('ROLE USER')"/>

<security:intercept-url pattern="/product/list"
access="hasRole ('ROLE ADMIN')"/>

<security:intercept-url pattern="/product/delete"

access="hasRole ('ROLE ADMIN')"/>
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<security:intercept-url pattern="/**" access="isFullyAuthenticated()"/>

<!-- security:http-basic: &/l HttpBasic Zy 2l T ER CAUE) -->

<!--<security:http-basic/>-->

<!l —--

login-page: Hi&EXERIE

login-processing-url : SR IF KM A

-—>

<security:form-login login-page="/userLogin"
login-processing-url="/securityLogin" default-target-url="/product/index"

authentication-success-handler-ref="myAuthenticationSuccessHandler" />

<l—= HEXKRALLMIE —->

<security:access-denied-handler error-page="/error"/>

<!-- Ml Spring Security CSRF Hl#] —->
<security:csrf disabled="true"/>

</security:http>

<l ——
security:authentication-manager: iAiFEPI#
1) RIS, B, 2R R
-—>
<security:authentication-manager>
<!-- HZX UserDetailService Jrzl-->
<security:authentication-provider
user-service-ref="myUserDetailService">

<!--<security:user-service>
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&lt;!&ndash;<security:user name="eric'" password="123456"
authorities="ROLE USER ">
<security:user name="jack" password="123456"
authorities="ROLE ADMIN"/>&ndash;&gt;
</security:user-service>-->
</security:authentication-provider>

</security:authentication-manager>

<bean id="myUserDetailService"

class="cn.sml234.security.MyUserDetailService"/>

<bean id="myAuthenticationSuccessHandler"
class="cn.sml234.security.MyAuthenticationSuccessHandler" />

</beans>

10.2. BEXEFREMIZIE

package cn.sml234.security;

import com.fasterxml.jackson.databind.ObjectMapper;
import org.springframework.security.core.AuthenticationException;
import

org.springframework.security.web.authentication.AuthenticationFailureHandler

import javax.servlet.ServletException;
import javax.servlet.http.HttpServletRequest;

import javax.servlet.http.HttpServletResponse;
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import java.io.IOException;
import java.util.HashMap;

import java.util.Map;

/**

* @author http://www.sml234.cn

* @version 1.0

* @description cn.sml234.security

* @date 18/4/13

*/
public class MyAuthenticationFailureHandler implements
AuthenticationFailureHandler {

//ObjectMapper: jackson fEZEHT I HIE, W THBXI R Ky json FiFi

private ObjectMapper objectMapper = new ObjectMapper () ;

@Override
public void onAuthenticationFailure (HttpServletRequest request,
HttpServletResponse response, AuthenticationException exception) throws
IOException, ServletException {
/ /i8] json FEHTH LS Hi i
Map result = new HashMap();

result.put ("succcess", false) ;

String json = objectMapper.writeValueAsString (result);
response.setContentType ("text/json;charset=utf-8") ;

response.getWriter () .write (json);
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<?xml version="1.0" encoding="UTF-8" 7>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:security="http://www.springframework.org/schema/security"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-4.2.xsd

http://www.springframework.org/schema/security

http://www.springframework.org/schema/security/spring-security-4.2.xsd">

<!-- <security:http>: spring I JE#HENE :
1) T4 F W
2) 1A FWN4 A ERIR
3) EXUUEA: HttpBasic, FormLogin (*)
4) & REFIE, EXEFRGFGKRIME, & X RAPE 777
-—>
<security:http>
<!--
pattern: mEFHAIT
access: FE A
isFullyAuthenticated() : ZH R ZEAulA 7] Ko
isAnonymous () : NHEEZH A AL (Q1EERM PR )

permitAll () : RHHTAN (EHFERMF) 7772

<security:intercept-url pattern="/product/index" access="permitAll()"/>
<security:intercept-url pattern="/userLogin" access="permitAll()"/>
<security:intercept-url pattern="/product/add"

access="hasRole ('ROLE USER')"/>




@ il
sm1234.cn

/NR Java SR R T HRE

<security:intercept-url pattern="/product/update"
access="hasRole ('ROLE USER')"/>

<security:intercept-url pattern="/product/list"
access="hasRole ('ROLE ADMIN')"/>

<security:intercept-url pattern="/product/delete"
access="hasRole ('ROLE ADMIN')"/>

<security:intercept-url pattern="/**" access="isFullyAuthenticated()"/>

<!-- security:http-basic: &/l HttpBasic ZyZlH{TER CAUE) -->

<!--<security:http-basic/>-->

<!--

login-page: Hi&EXERIE

login-processing-url : SR 7R bf

-—>

<security:form-login login-page="/userLogin"
login-processing-url="/securityLogin" default-target-url="/product/index"

authentication-success-handler-ref="myAuthenticationSuccessHandler"

authentication-failure-handler-ref="myAuthenticationFailureHandler" />

<!-— HEXIRELEE >

<security:access-denied-handler error-page='"/error"/>

<!-- XH] Spring Security CSRF Pl -->
<security:csrf disabled="true"/>

</security:http>

<l--

security:authentication-manager: tAilFEPE#
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-—>
<security:authentication-manager>
<!-- HZX UserDetailService Jrzl-->
<security:authentication-provider
user-service-ref="myUserDetailService">
<!--<security:user-service>
&lt;!&ndash,;<security:user name="eric" password="123456"
authorities="ROLE USER"/>
<security:user name="jack" password="123456"
authorities="ROLE ADMIN"/>&ndash;&gt;
</security:user-service>-->
</security:authentication-provider>

</security:authentication-manager>

<bean id="myUserDetailService"

class="cn.sml234.security.MyUserDetailService"/>

<bean id="myAuthenticationSuccessHandler"

class="cn.sml234.security.MyAuthenticationSuccessHandler" />

<bean id="myAuthenticationFailureHandler"
class="cn.sml234.security.MyAuthenticationFailureHandler" />

</beans>
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11. JEESHTH P INEREE

H“'] L)L\‘rll;:fJiL‘F:lll

UsernamePasswordAuthenticationFilter

AuthenticationManager

l

AuthenticationProvider AuthenticationFailureHandler
_—

l INTR A

AuthenticationSuccessHandler
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