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1 New Model X
Category: Category items: >
= F Business
Categories | | [ Appication
- Conceptual Data  Data Flow Diagram Data anemenl Logical Data
[ Technology
| P—"f‘ Requirements and Planning ; . ——— -
8 I %’E : kB
Model d &
types E L | |58
Physical Data UML Class Diagram XML MDglensmd
ata

A physical data model (PDM) helps you to analyze the tables, views, and other objects in a database, including multidimensional
objects necessary for data warehousing. A PDM is more concrete than a conceptual (COM) or logical (LDM) data model. You can

model, reverse-engineer, and generate for all the most popular DBMSs.

Model name: {_ﬁﬁf* ]
DBMS: [MSaLE0 M=

(®) Share the DBMS definition
(O Copy the DBMS definition in model

[Tok 1 concel || Hep

1.3.Shiro #EZE

Apache Shiro | Simple. Java. Security.

BRI SE#RE, Ead #Zhm

Apache Shiro is a powerful and easy-fo-use Java security framework that performs
authentication, authorization, cryptography, and session management.
shiro.apache.org/ ~ - EEREE

Web Apps Features
Web apps integrations features... Check out the specific features for...

Shiro #& Apache ZHZR [P FF IR Java %2 AHELE

W B0E | R 114

shiro (javaZeeHEsR) |« @a

Apache Shirost— ok B 9 H fJava: =HESE $0AT S 9siE. FRL BiFEMeiME . HShirof) % T HARIAPLE
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Shiro [ 6 MZ.OIhfE:
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Authentication WIE (&%)
Support logins across one or more pluggable data
soucres (LDAP, JDBC, Active Directory...

Read More >>>

Cryptography ~ E#F

Secure data with the easiest possible Cryptography
API's available, giving you...

Read More >>>

Web Integration ~ WePF

Save development time with innovative approaches
that easily handle web specific...

Read More >>>

Authorization ¥

Perform access control based on roles or fine
grained permissions, also using plug...

Read More >>>

Session Management SIEEE

Use sessions in any environment, even outside web
or EJB containers. Easily...

Read More >>>

Integrations ~ FRHR  (gping EncCache)

API's giving you power and simplicty beyond what
Java provides by default...

Read More >>>

Hodr, NIESHRAGE Shiro HIEEAZ 0T RE .

1.4.Shiro B =X#%1l> API

gt Subject, SecurityManager 1 Realms.

Subject: BI“ATERAREN] 7.

&, {eShiro, SubjectiZ—ML& AR A, BITLRLEHE M. HamkH

(Daemon Account) S HABZEAGHY. B EwA" MR 2 R ARG S ERASHEMRAE, FTEE i

Shiroft]“H] 7

Subjectfti': fAHuJ | PR 22 {F, SecurityManagerl| E FL BT & H) P Y 22 R 1R .
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Application , ‘
‘ Code - (the current 'user’)

(manages all Subjects)

m (access your security data)

1) Subject <Ek SecurityManager

2) SecurityManager <H¢ Realm

1.5. Shiro BIIAERR{E
1.5.1. &3 maven Wi H, 5 A shiro K25

New Maven project

Configure project

Artifact
Group Id: ‘cn.sm'l 234

Artifact Id: |shiro-javd
Version:  |0.0.1-SNAPSHOT |

Packaging: ‘jar v ‘

Name: ‘

Description; ‘

Parent Project

Al Lol |

<!-- 5\ shiro [J4FR -->
<dependency>
<groupId>org.apache.shiro</groupId>
<artifactId>shiro-all</artifactId>
<version>1.3.2</version>

</dependency>
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VEE: Shiro J&ZMKHH commons-logging i, WIHRASAHIE:

L Org.dpdlie.sniro.uLtll.ADsSLI'dCLirdeLory.geLinsudnee(AbsLrdcLrdCLonry. jdvd. 47 )
i 51712 plemeii e ead e e et e
java.lapg.ClassNotFoundException: org.apache.commons.logging.lLogFactory
java.nef.URLClassLoader$l.run(Unknown Source)

java.net . URLCIASSL0aUer s 1. UNCONRNOWN Source)
java.security.AccessController.doPrivileged(Native Method)
java.net.URLClasslLoader.findClass(Unknown Source)
java.lang.Classloader.loadClass(Unknown Source)
sun.misc.Launcher$AppClasslLoader.loadClass(Unknown Source)

A o o o et ) o o R

<dependency>
<groupId>commons-logging</groupId>
<artifactId>commons-logging</artifactId>
<version>1.2</version>

</dependency>

1.5.2. 37 H % X Realm

package cn.sml1234.realms;

import org.apache.shiro.authc.AuthenticationException;
import org.apache.shiro.authc.AuthenticationInfo;
import org.apache.shiro.authc.AuthenticationToken;
import org.apache.shiro.authz.AuthorizationInfo;
import org.apache.shiro.realm.AuthorizingRealm;

import org.apache.shiro.subject.PrincipalCollection;

/**
* 5 X Realm

* @author lenovo

*/

public class MyRealm extends AuthorizingRealm{
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[1RRT % SRR RUE B
@Override
protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection argd) {

return null;

//NIETT I SRBGAIES &

@Override

protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken argo)
throws AuthenticationException {

return null;

1.5.3. E 37 ini B & SecurityManager 5<Ex Realm

7 shiro.ini Bt &, WA R:

myRealm=cn.sm1234.realms.MyRealm

securityManager.realm=$myRealm

1.5.4. 7B Shiro BIINIEFIE

package cn.sml1234.shiro;

import org.apache.shiro.SecurityUtils;
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import org.apache.shiro.authc.AuthenticationToken;

import org.apache.shiro.authc.IncorrectCredentialsException;
import org.apache.shiro.authc.UnknownAccountException;
import org.apache.shiro.authc.UsernamePasswordToken;

import org.apache.shiro.config.IniSecurityManagerFactory;
import org.apache.shiro.mgt.SecurityManager;

import org.apache.shiro.subject.Subject;

import org.apache.shiro.util.Factory;

/**
* AT Shiro HIIATEAE
* @author lenovo

*
*/

public class Demol {

public static void main(String[] args) {
/11 QN E R T
Factory<org.apache.shiro.mgt.SecurityManager> factory = new

IniSecurityManagerFactory("classpath:shiro.ini");

/12 QIR PG

SecurityManager securityManager = factory.getInstance();

//3 . 91UE4 SecurityUtils T.HK

SecurityUtils.setSecurityManager(securityManager);

//4. M SecurityUtils T.E+3kEL Subject

Subject subject = SecurityUtils.getSubject();
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//AuthenticationToken: T33P A BIK (5 8
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AuthenticationToken token = new UsernamePasswordToken("eric", "123456");

try {

subject.login(token);

/7R Login JHERAER S, AARIERD)
System.out.println(" &3 mWII");

} catch (UnknownAccountException e) {
/1K T ANAEAE
System.out.println( "I/ ARIELE");

} catch (IncorrectCredentialsException e) {

System.out.println("ZH4Ei%");
} catch (Exception e) {
E X XA

System.out.println(" RF4HIR");

1.5.5. 7E Realm R 5N IEH 2 %

package cn.sml234.realms;

import org.apache.shiro.authc.AuthenticationException;
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import
import
import
import
import
import

import

/**

org

org.

org.

org.

org.

org.

org.

.apache.
apache.
apache.
apache.
apache.
apache.

apache.

* H5E X Realm

* @author lenovo

*/

shiro.

shiro

shiro.

shiro

shiro.

shiro

shiro.

authc.AuthenticationInfo;

.authc.AuthenticationToken;

authc.SimpleAuthenticationInfo;

.authc.UsernamePasswordToken;

authz.AuthorizationInfo;

.realm.AuthorizingRealm;

subject.PrincipalCollection;

public class MyRealm extends AuthorizingRealm{

/1 BRUT5E: R RUE R

@Override

protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection argd) {

return null;

/PNIETT i SRBOMESE &

@Override

protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken arge)

throws AuthenticationException {

System.out.println("#UTINIE ... ");

//HIWT P SRR, I B2 75 1A
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/71 ARSREH P A AR 5 L
UsernamePasswordToken token = (UsernamePasswordToken)argo;

String username = token.getUsername();

/72 AR SRECEE R 5 B 2
/ /R E R PR K 45
String name = "jack";

String password = "1234";

/7 FIEH 44
if(lusername.equals(name)){

return null; // shiro J&)ZHZ#H UnknownAccountException

}
/ /P
/**

* 20— principal, FITEH0E[EES] login 77k
* SR BURE ST

* Shiro J&JZ X} H 3505 (1) 45 5.

* 1) EAIERE: AiEEd

* 2) FRAIES: A3l IncorrectCredentialsException
* ZH = realm MAHFR, WAEZA realm KA M

*/

return new SimpleAuthenticationInfo("callback",password,"");
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1.6. Shiro RIS HURE

Shiro [RIFALERAE 73 PRI AR 7 3
IDRE AN NE 2

WZBAF BB A AU 7R LA ) 1% B )
2) HF AN

AR RNz, AR BLYS RZ BER

TEE: WREBET Shiro FIFRBURAE, ZI5E5E R Shiro IRAILE.

1.6.1. E T HBEIFEHFIFZ

/ /34T Shiro M7

/71T BRI AL
/7N T8 S R A R s I Thig
//isPermitted(): k[l true, AR, false: WHIR

System.out.println("productAdd="+subject.isPermitted("productAdd"));

Realm F#ZALTT V4

[ 1ARRUTTE: SRS B
@Override
protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection argd) {

System.out.println("HATEAU ... ");

SimpleAuthorizationInfo info = new SimpleAuthorizationInfo();

/] SRS

info.addStringPermission("productAdd");
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return info;

1.6.2. T A ARIHE

/712 T ORI
/7 FNWT = S R R O e B B

System.out.println("admin="+subject.hasRole("admin"));

[ 1R SRR B
@Override
protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection argd) {

System.out.println("PATHEEU. .. ");

SimpleAuthorizationInfo info = new SimpleAuthorizationInfo();

/1 GV

//info.addStringPermission("productAdd");

/ [ BEAT BB AT AL

info.addStringPermission("product:*");

/ /A AU

info.addRole("admin");

return info;
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2. Shiro ] Web £ %

2.1.Shiro 5 Web & IFiEiRE

2.1.1. 37 maven ) web i H, SRR

Configure project

Artifact

Group Id: ‘cn.sm1234

Artifact Id: ‘shiro—web

Version:  |0.0.1-SNAPSHOT |

Packaging: ’E ¥ ‘

Name: ‘

Description; ‘

Darant Drainct

<!-- shiro Aty -->

<dependency>
<groupId>org.apache.shiro</groupId>
<artifactId>shiro-all</artifactId>
<version>1.3.2</version>

</dependency>

<dependency>
<groupId>commons-logging</groupId>
<artifactId>commons-logging</artifactId>
<version>1.2</version>

</dependency>

<!-- servlet,jsp #¥x -->
<dependency>

<groupId>javax.servlet</groupId>
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<artifactId>javax.servlet-api</artifactId>
<version>3.0.1</version>
<scope>provided</scope>

</dependency>

<dependency>
<groupId>javax.servlet</groupId>
<artifactId>jsp-api</artifactId>
<version>2.0</version>
<scope>provided</scope>

</dependency>

2.1.2. Bic B web.xml (*)

<!-- shiro f] web IFEEHIFIAAIL: HilTd: -->

<l--
EnvironmentLoaderListener: 7t web % HiN#k shiro FIFAEE, %K shiro.ini
-->
<listener>
<listener-class>org.apache.shiro.web.env.EnvironmentLoaderListener</listener-cl
ass>
</listener>

<!-- BRiIAOZk WEB-INF/shiro.ini S0, R FEBHKE -->

<context-param>
<param-name>shiroConfiglLocations</param-name>
<param-value>classpath:shiro.ini</param-value>

</context-param>

<!-- shiro HyidiEds -->

<filter>
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<filter-name>shiroFilter</filter-name>

<filter-class>org.apache.shiro.web.servlet.ShiroFilter</filter-class>

</filter>

<filter-mapping>

<filter-name>shiroFilter</filter-name>

<url-pattern>/*</url-pattern>

</filter-mapping>

2.1.3. '€ X Realm

package cn

import
import
import
import
import

import

public

org.

org.

org.

org.

org.

org.

.sml234.

apache.
apache.
apache.
apache.
apache.

apache.

realms;

shiro.

shiro.

shiro.

shiro.

shiro.

shiro.

authc.AuthenticationException;
authc.AuthenticationInfo;
authc.AuthenticationToken;
authz.AuthorizationInfo;
realm.AuthorizingRealm;

subject.PrincipalCollection;

class MyRealm extends AuthorizingRealm{

@Override

protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection argd) {

System.out.println( "7 T HHTE");

return null;

@Override

protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken argo)

throws AuthenticationException {
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System.out.println("H#U7T TINIETE");

return null;

2.1.4. fic & shiro.ini

[main]
myRealm=cn.sm1234.realms.MyRealm

securityManager.realm=$myRealm

2.2.Shiro B web BT (*)

shiro ] web W EILJESS, shiro H O ft—2 L THFAE, AR IESS .

shiro 73 AR JE 35 -
D AR EES

anon: H AT ELAIE W AT LT ]

authc: FH T Z0AIE A AT RA 1]

user: /" H % rememberMe, A LA
2) FRGLIES

perms: J& T TR BOL JE A

roles : T A1 (BT IE S

Bl an

[main]
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myRealm=cn.sm1234.realms.MyRealm

securityManager.realm=$myRealm

[urls]

/index.jsp=authc

2.3.4%5 Shiro HII\IEIRE

2.3.1. BXAH

<%@ page language="java" contentType="text/html; charset=utf-8"
pageEncoding="utf-8"%>
<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<title>E UM</ title>
</head>
<body>
<h3>H & 3x</h3>
<form method="post" action="${pageContext.request.contextPath}/Login">
M4 <input type="text" name="name"/><br/>
. <input type="password" name="password"/><br/>
<input type="submit" value="#Z-R">
</form>
</body>

</html>




HREE
sm1234.cn

/N Java SEIR R BIHE

2.3.2. Z# 5 LoginServlet

package cn.sml1234.web;

import java.io.IOException;

import javax.servlet.ServletException;
import javax.servlet.http.HttpServlet;
import javax.servlet.http.HttpServletRequest;

import javax.servlet.http.HttpServletResponse;

import org.apache.shiro.SecurityUtils;

import org.apache.shiro.authc.AuthenticationToken;

import org.apache.shiro.authc.IncorrectCredentialsException;
import org.apache.shiro.authc.UnknownAccountException;
import org.apache.shiro.authc.UsernamePasswordToken;

import org.apache.shiro.subject.Subject;

yES:
* 45k Servlet

*/

public class LoginServlet extends HttpServlet {

private static final long serialVersionUID = 1L;

protected void doGet(HttpServletRequest request, HttpServletResponse response)
throws ServletException, IOException {
//1. B R

request.setCharacterEncoding("utf-8");
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/72 RN A AE Y
String name = request.getParameter("name");

String password = request.getParameter("password");

//3. M login J7ik
//3.1 WL Subject

Subject subject = SecurityUtils.getSubject();

AuthenticationToken token = new UsernamePasswordToken(name, password);

try {

subject.login(token);

//3KH Principal

String dbName = (String)subject.getPrincipal();

/740 s A5 session

request.getSession().setAttribute("userName", name);

/18T
response.sendRedirect(request.getContextPath()+"/index.jsp");
} catch (UnknownAccountException e) {
request.setAttribute("msg", "FHAARAELE");
request.getRequestDispatcher("/login.jsp").forward(request, response);
} catch (IncorrectCredentialsException e) {
request.setAttribute("msg", "SMLHHR");

request.getRequestDispatcher("/login.jsp").forward(request, response);
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protected void doPost(HttpServletRequest request, HttpServletResponse response)

throws ServletException, IOException {

doGet(request, response);

2.3.3. 48’5 Realm HKIIAIE 1%

package cn.

import
import
import
import
import
import
import

import

public

org.

org.

org.

org.

org.

org.

org.

org

sml234.

apache.
apache.
apache.
apache.
apache.
apache.

apache.

.apache.

realms;

shiro.

shiro.

shiro.

shiro.

shiro.

shiro.

shiro.

shiro.

authc.AuthenticationException;
authc.AuthenticationInfo;
authc.AuthenticationToken;
authc.SimpleAuthenticationInfo;
authc.UsernamePasswordToken;
authz.AuthorizationInfo;
realm.AuthorizingRealm;

subject.PrincipalCollection;

class MyRealm extends AuthorizingRealm{

@Override

protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection argd) {

System.out.println("H#47 T HAUTE");

return null;
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@Override
protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken arge)
throws AuthenticationException {

System.out.println("#4T TIIETE");

/71 RBUR A B 5 B

UsernamePasswordToken token = (UsernamePasswordToken)argo;

/ /A e 1 Y
String name = "jack";

String password = "1234";

if(!token.getUsername().equals(name)){

/P

return null;

return new SimpleAuthenticationInfo(name,password,"");

HEL: login B arih KL Ad B anon AT :

[main]

myRealm=cn.sm1234.realms.MyRealm
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securityManager.realm=$myRealm

[urls]
/product/list.jsp=anon
/login=anon

/**=authc

2.4. 485 Shiro BISVIR{E

2.4.1. {#H Shiro H BZHLL 23

[main]
myRealm=cn.sm1234.realms.MyRealm

securityManager.realm=$myRealm

[urls]

/product/list.jsp=anon

/login=anon

/product/add. jsp=perms[product:add]

/**=authc

2.4.2. BLERFAGR 7 R

[main]
perms.unauthorizedUrl=/unauth.jsp
myRealm=cn.sm1234.realms.MyRealm

securityManager.realm=$myRealm

[urls]
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/product/list.jsp=anon

/login=anon

/product/add. jsp=perms[product:add]

/**=authc

2.4.3. %#'5 Realm HI#ZAZ#E

package cn

import
import
import
import
import
import
import
import

import

public

org.

org.

org.

org.

org.

org.

org.

org.

org.

.sml234.

apache.
apache.
apache.
apache.
apache.
apache.
apache.
apache.

apache.

realms;

shiro.

shiro.

shiro.

shiro.

shiro.

shiro.

shiro.

shiro.

shiro.

authc.AuthenticationException;
authc.AuthenticationInfo;
authc.AuthenticationToken;
authc.SimpleAuthenticationInfo;
authc.UsernamePasswordToken;
authz.AuthorizationInfo;
authz.SimpleAuthorizationInfo;
realm.AuthorizingRealm;

subject.PrincipalCollection;

class MyRealm extends AuthorizingRealm{

@Override

protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection argd) {

System.out.println("#47 T #ZETE");

SimpleAuthorizationInfo info = new SimpleAuthorizationInfo();

info.addStringPermission("product:add");
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return info;

@0verride
protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken argo)
throws AuthenticationException {

System.out.println("$#47 TIMETE");

/71 FREUH AN B 5 2

UsernamePasswordToken token = (UsernamePasswordToken)argo;

/1 R B0 P £y T
String name = "jack";

String password = "1234";

if(!token.getUsername().equals(name)){
/IR AR

return null;

/ /3R A1 i

return new SimpleAuthenticationInfo(name,password,”");
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2.5. 47 Shiro N E i iEaEH [RIE

authc: org.apache.shiro.web.filter.authc.FormAuthenticationFilter
anon: org.apache.shiro.web.filter.authc.AnonymousFilter
perms:org.apache.shiro.web.filter.authz.PermissionsAuthorizationFilter

roles:org.apache.shiro.web.filter.authz.RolesAuthorizationFilter

3. Spring & Shiro (SSM &)

A EZTHME (8 SpringMVC)

3.1.1. 57 maven Wi H, A Shiro FJ2LFR

Artifact
Group Id: ‘cn.5m1234

Artifact Id: ‘shiro—spring
Version:  |0.0.1-SNAPSHOT |
Packaging: ’E v‘

Name: ‘

Descﬂpﬁonﬂ

Parent Project

Group Id: ‘

<dependencies>
<!-- shiro Bt -->
<dependency>
<groupId>org.apache.shiro</groupId>
<artifactId>shiro-all</artifactId>
<version>1.3.2</version>

</dependency>
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<dependency>
<groupId>commons-logging</groupId>
<artifactId>commons-logging</artifactId>
<version>1.2</version>

</dependency>

<!-- servlet,jsp #¥r -->

<dependency>
<groupId>javax.servlet</groupId>
<artifactId>javax.servlet-api</artifactId>
<version>3.0.1</version>
<scope>provided</scope>

</dependency>

<dependency>
<groupId>javax.servlet</groupId>
<artifactId>jsp-api</artifactId>
<version>2.0</version>
<scope>provided</scope>

</dependency>

<!-- § N SpringMvC SHf -->
<dependency>
<groupId>org.springframework</groupId>

<artifactId>spring-webmvc</artifactId>

<version>4.3.3.RELEASE</version>
</dependency>

</dependencies>
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3.1.2. fic & web.xml, J3 3] SpringMVC

<!-- JHZ) SpringMvC -->
<servlet>

<servlet-name>DispatcherServlet</servlet-name>

<servlet-class>org.springframework.web.servlet.DispatcherServlet</servlet-class

>
<load-on-startup>1</load-on-startup>
<init-param>
<param-name>contextConfigLocation</param-name>
<param-value>classpath:spring-mvc.xml</param-value>
</init-param>
</servlet>

<servlet-mapping>
<servlet-name>DispatcherServlet</servlet-name>
<url-pattern>/</url-pattern>

</servlet-mapping>

3.1.3. fic & spring-mvc.xml

<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:mvc="http://www.springframework.org/schema/mvc"
xmlns:contenxt="http://www.springframework.org/schema/context"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="
http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans.xsd

http://www.springframework.org/schema/mvc
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http://www.springframework.org/schema/mvc/spring-mvc.xsd
http://www.springframework.org/schema/context

http://www.springframework.org/schema/context/spring-context.xsd">

<l-- Controller ZE# it -->

<contenxt:component-scan base-package="cn.sm1234.controller"/>

<l-- VEfRIRZ) -->

<mvc:annotation-driven></mvc:annotation-driven>

<l-- ME@HrE: -->
<bean class="org.springframework.web.servlet.view.InternalResourceViewResolver">
<l-- Al -->
<property name="prefix" value="/WEB-INF/jsp/"/>
<l-- Ja% -->
<property name="subffix" value=".jsp"></property>
</bean>

</beans>

SRJE#5 UL shiro-web T H [ jsp UL B HTHUH -
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— o jave
v 12 shiro-spring
& src/main/java
> 2 sr¢/main/resources
2 src/test/java
2 sr¢/test/resources
> = JRE System Library [J25E-1.5]
> » Maven Dependencies
v (= SIC
v = main

v = webapp
v = WEB-INF
v = jsp
» = product
indexjsp
login.jsp
El unauth.jsp
i web.xml
= test
» = target
M pom.xml

3.1.4. 48’5 Controller 3£

package cn.sml234.controller;

import org.springframework.stereotype.Controller;

import org.springframework.web.bind.annotation.RequestMapping;

/**
* g
* @author lenovo

*
*/

@Controller

@RequestMapping("/")

public class MainController {

@RequestMapping("/index")
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public String index(){

return "index";

@RequestMapping("/toLogin")
public String toLogin(){

return "login";

@RequestMapping("/unAuth™)
public String unAuth(){

return "unauth";

package cn.sml1234.controller;

import org.springframework.stereotype.Controller;

import org.springframework.web.bind.annotation.RequestMapping;

@Controller
@RequestMapping("/product™)

public class ProductController {

@RequestMapping("/toAdd")
public String toAdd(){

return "product/add";
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@RequestMapping("/toList")
public String toList(){

return "product/list";

@RequestMapping("/toUpdate")
public String toUpdate(){

return "product/update”;

3.2.Spring ¥4 Shiro

3.2.1. B\ Spring K245

<l-- 5\ Spring [AEFR -->
<dependency>
<groupId>org.springframework</groupIld>
<artifactId>spring-web</artifactId>
<version>4.3.3.RELEASE</version>

</dependency>

3.2.2. i B web.xml (*)

<!-- fidE Spring 4 Shiro ML JERS -->

<!--

DelegatingFilterProxy : X AKEIEALZIEI R TR, I RAC % Spirng A4 —1 bean
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AFE (bean 1) id Hi/& filter-name 4 FR)
-->
<filter>

<filter-name>shiroFilter</filter-name>

<filter-class>org.springframework.web.filter.DelegatingFilterProxy</filter-clas
s>
</filter>
<filter-mapping>
<filter-name>shiroFilter</filter-name>
<url-pattern>/*</url-pattern>

</filter-mapping>

<l-- %) spring #£55 -->

<listener>

<listener-class>org.springframework.web.context.ContextLoaderListener</listener
-class>
</listener>
<context-param>
<param-name>contextConfiglocation</param-name>
<param-value>classpath:applicationContext.xml</param-value>

</context-param>

3.2.3. 47’5 applicationContext.xml (*)

<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"

xmlns:p="http://www.springframework.org/schema/p"
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xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"”
xsi:schemalLocation="
http://www.springframework.org/schema/beans

http://www.springframework.org/schema/beans/spring-beans.xsd">

<!-- Shiro 5 Spring & -->
<bean id="shirofFilter"”
class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<!-- Xk SecurityManager -->
<property name="securityManager" ref="securityManager"/>

</bean>

<bean id="securityManager"
class="org.apache.shiro.web.mgt.Defaul tWebSecurityManager">
<!-- KBt realm -->
<property name="realm" ref="realm"/>

</bean>

<bean id="realm" class="cn.smi234.realms.MyRealm"/>

</beans>

3.2.4. 9% 5 Realm

package cn.sml1234.realms;

import org.apache.shiro.authc.AuthenticationException;

import org.apache.shiro.authc.AuthenticationInfo;

import org.apache.shiro.authc.AuthenticationToken;
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import org.apache.shiro.authz.AuthorizationInfo;

import org.apache.shiro.realm.AuthorizingRealm;

import org.apache.shiro.subject.PrincipalCollection;

public class MyRealm extends AuthorizingRealm{

@Override

protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection argd) {

// TODO Auto-generated method stub

return null;

@Override

protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken arg@) throws

AuthenticationException {

// TODO Auto-generated method stub

return null;

3.3. M Shiro FIAIE SRR =8I H

<!-- Shiro 5 Spring #4& -->
<bean id="shiroFilter"
class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<!-- XHE SecurityManager -->

<property name="securityManager" ref="securityManager"/>
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<!-- f#iH Shiro N BT IESEATTIE -->
<property name="filterChainDefinitions">
<value>

/product/toList=anon

/**=authc
</value>
</property>
<!-- B shiro MBRINEFIER -->

<property name="loginUrl" value="/tolLogin"/>

</bean>

3.4. 4R 5 Shiro I\ IFIR{E

3.4.1. B3R HUH

<h3>H & 3x</h3>

<font color="red">${msg}</font>

<form method="post" action="${pageContext.request.contextPath}/user/Login">
R/ 4. <input type="text" name="name"/><br/>
Zh: <input type="password” name="password"/><br/>
<input type="submit" value="1#"%">

</form>

3.4.2. 948’5 Controller

package cn.sml234.controller;

import javax.servlet.http.HttpServletRequest;
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import org.apache.shiro.SecurityUtils;

import org.apache.shiro.authc.AuthenticationToken;

import org.apache.shiro.authc.IncorrectCredentialsException;
import org.apache.shiro.authc.UnknownAccountException;
import org.apache.shiro.authc.UsernamePasswordToken;

import org.apache.shiro.subject.Subject;

import org.springframework.stereotype.Controller;

import org.springframework.ui.Model;

import org.springframework.web.bind.annotation.RequestMapping;

import cn.sml1234.domain.User;

@Controller

@RequestMapping("/user")

public class UserController {

@RequestMapping("/login")

public String login(User user,HttpServletRequest request,Model model){

/ /18 shiro fIUAIEHEAE

//1. 3XHL Subject X%

Subject subject = SecurityUtils.getSubject();

/12 . B ER

AuthenticationToken token = new UsernamePasswordToken(user.getName(),
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user.getPassword());

/73 BT

try {

subject.login(token);

String userName = (String)subject.getPrincipal();

request.getSession().setAttribute("userName", userName);

/18T
return "redirect:/index";
} catch (UnknownAccountException e) {
model.addAttribute("msg", "FHJIARELE");
} catch (IncorrectCredentialsException e) {
model.addAttribute("msg", "ZERHINEIR");

}

return "login";

3.4.3. 47 B Realm [N EEAE

@Override

protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken arge)

throws AuthenticationException {

/7 L EREUA P RN K S

UsernamePasswordToken token = (UsernamePasswordToken) argo;
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String name = "jack";

String password = "1234";

if (!token.getUsername().equals(name)) {
/! P AFLE

return null;

// RIEE
return new SimpleAuthenticationInfo(name, password, "");
}@0verride
protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken arge)

throws AuthenticationException {

/7 L ARBUH RN 5

UsernamePasswordToken token = (UsernamePasswordToken) argo;

String name = "jack";

String password = "1234";

if (!token.getUsername().equals(name)) {

/1 P AAEAE

return null;

// IR [EE R
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return new SimpleAuthenticationInfo(name, password, "");

}

R BAUIATE T K:

<!-- fiH] shiro MM E L ES=BBIE -->
<property name="filterChainDefinitions">
<value>
/product/toList=anon
/user/login=anon
/**=authc
</value>

</property>

3.5. 485 Shiro BUIEHIREE

3.5.1. f¥ ff Shiro AT I AT IR

<!-- Shiro 5 Spring #4& -->
<bean id="shiroFilter"”
class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<!-- XHE SecurityManager -->

<property name="securityManager" ref="securityManager"/>

<!-- i shiro N B IE AT -->
<property name="filterChainDefinitions">
<value>
/product/toList=anon
/user/login=anon
/product/toAdd=perms[product:add]
/**=authc

</value>
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</property>

<l-- &% shiro [MBRIAE SEIER -->
<property name="loginUrl" value="/tolLogin"/>

</bean>

3.5.2. BC B R\ W IH

<!-- Shiro 5 Spring 4 -->
<bean id="shiroFilter"”
class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<!-- Xk SecurityManager -->

<property name="securityManager" ref="securityManager"/>

<!-- f§iff] Shiro FI BT IEA AR -->

<property name="filterChainDefinitions">
<value>
/product/toList=anon
/user/login=anon
/product/toAdd=perms [product:add]
/**=authc
</value>

</property>

<!-- 15 shiro MIBRINESRIGR -->

<property name="loginUrl" value="/tolLogin"/>
<V-- IIARBBERIUM -->
<property name="unauthorizedUrl" value="/unAuth"/>

</bean>
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3.5.3. %4 5 Realm HI3ZALAHE

@Override
protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection argd) {

SimpleAuthorizationInfo info = new SimpleAuthorizationInfo();

e St 0

info.addStringPermission("product:add");

return info;

3.6. ¥4 MyBatis

3.6.1. R AMHX jar &

<!-- mybatis 2R -->

<dependency>
<groupId>org.mybatis</groupId>
<artifactId>mybatis</artifactId>
<version>3.4.4</version>

</dependency>

<!-- mybatis 5 spring #4& -->

<dependency>
<groupId>org.mybatis</groupId>
<artifactId>mybatis-spring</artifactId>
<version>1.3.0</version>

</dependency>

<l-- EHEA -->

<dependency>
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<groupId>com.alibaba</groupId>

<artifactId>druid</artifactId>

<version>1.1.7</version>

</dependency>

<l-- mysql ahfEF -->

<dependency>
<groupId>mysgl</groupId>
<artifactId>mysgl-connector-java</artifactId>
<version>5.1.41</version>

</dependency>

<!-- Spring HAEZZH -->

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-jdbc</artifactId>
<version>4.3.3.RELEASE</version>

</dependency>

3.6.2. jdbc.properties

jdbc.url = jdbc:mysql://localhost:3306/shiro

jdbc.driverClassName = com.mysql.jdbc.Driver
jdbc.user = root

jdbc.password = root

3.6.3. 47’5 applicationContext.xml fic &

<?xml version="1.0" encoding="UTF-8"?>
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<beans xmlns="http://www.springframework.org/schema/beans"

xmlns:p="http://www.springframework.org/schema/p"

xmlns:context="http://www.springframework.org/schema/context"”

xmlns:tx="http://www.springframework.org/schema/tx"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"”

xsi:schemalLocation="

http://www.
http://www.
http://www.
http://www.
http://www.

http://www.

springframework.
springframework.
springframework.
springframework.
springframework.

springframework.

org/schema/beans
org/schema/beans/spring-beans.xsd
org/schema/context
org/schema/context/spring-context.xsd
org/schema/tx

org/schema/tx/spring-tx.xsd">

<!-- JI#k applicationContext-shiro.xml -->

<import resource="classpath:applicationContext-shiro.xmlL"/>

<!-- Jn# mybatis 5 Spring XA E -->

<!-- Jn#k jdbc.properties it & -->

<context:property-placeholder location="classpath:jdbc.properties”/>

<-- QUEEEIEE -->

<bean id="dataSource" class="com.alibaba.druid.pool.DruidDataSource">

<property name="url" value="${jdbc.url}"/>

<property

<property

<property

<property

</bean>

name="driverClassName" value="${jdbc.driverClLassName}"/>

name="username"

value="¢{jdbc.user}"/>

name="password" value="${jdbc.password}"/>

name="maxActive" value="10"/>
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<!-- mybatis 5 spring & -->

<bean id="sqlSessionFactory" class="org.mybatis.spring.SqlSessionFactoryBean">
<property name="dataSource" ref="dataSource"/>
<!-- mybatis JAEHH -->
<property name="typeAliasesPackage" value="cn.smi1234.domain"/>

</bean>

<!-- mybatis f{j Mapper #O/IFH -->

<bean class="org.mybatis.spring.mapper.MapperScannerConfigurer">
<property name="basePackage" value="cn.smi234.dao"/>

</bean>

<!-- JF)A jdbc 5% -->
<bean id="transactionManager"
class="org.springframework. jdbc.datasource.DataSourceTransactionManager">
<property name="dataSource" ref="dataSource"/>

</bean>

<V-- FFREMHS -->

<tx:annotation-driven transaction-manager="transactionManager"/>

<context:component-scan base-package="cn.smi234"/>

</beans>

3.6.4. 48’5 Mapper EO

package cn.sml234.dao;

import cn.sml1234.domain.User;
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public interface UserMapper {

public User findByName(String name);

3.6.5. 7’5 Mapper 5 304

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE mapper

PUBLIC "-//mybatis.org//DTD Mapper 3.0//EN"
"http://mybatis.org/dtd/mybatis-3-mapper.dtd">

<mapper namespace="cn.sml234.dao.UserMapper">

<select id="findByName" parameterType="string" resultType="user">
select id,
name,
password
from
shiro.t_user
where name = #{value}

</select>

</mapper>

3.6.6. Zn 5 MAR

package cn.sm1234.test;
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import javax.annotation.Resource;

import org.junit.Test;
import org.junit.runner.RunWith;
import org.springframework.test.context.ContextConfiguration;

import org.springframework.test.context.junit4.SpringJUnit4ClassRunner;

import cn.sml1234.dao.UserMapper;

import cn.sm1234.domain.User;

@RunWith(SpringJuUnit4ClassRunner.class)
@ContextConfiguration("classpath:applicationContext.xml")

public class UserMapperTest {

@Resource

private UserMapper userMapper;

@Test
public void testFindByName/(){
User user = userMapper.findByName("eric");

System.out.println(user);
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3.7. REZNTSIAUEFNIAU IS
3.7.1. BIANIEARAY

3.7.1.1. Mapper #0

public interface UserMapper {

public User findByName(String name);

3.7.1.2. Service BEOFISLIY

B0

package cn.sml234.service;

import cn.sm1234.domain.User;

public interface UserService {

public User findByName(String name);

KL

package cn.sml1234.service.impl;

import javax.annotation.Resource;

import org.springframework.stereotype.Service;
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import org.springframework.transaction.annotation.Transactional;

import cn.sml1234.dao.UserMapper;
import cn.sml1234.domain.User;

import cn.sml1234.service.UserService;

@Service
@Transactional

public class UserServiceImpl implements UserService {

@Resource

private UserMapper userMapper;

@Override
public User findByName(String name) {

return userMapper.findByName(name);

3.71.3. MyReal

/1 VIEJ5
@Override

protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken arge)

throws AuthenticationException {

/7 L EREUA P RN K S
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UsernamePasswordToken token = (UsernamePasswordToken) arg@;
/*

/7 RS ECHR B I

String name = "jack";

String password = "1234";

if (!token.getUsername().equals(name)) {

/1 RPN

return null;

3/

/ /LB

User dbUser = userService.findByName(token.getUsername());

if(dbUser==null){
/IR AR

return null;

// R [E R

return new SimpleAuthenticationInfo(dbUser, dbUser.getPassword(), "");

3.7.2. BhEHEAUHS

BRI A AR S sQL B4

- AWEAHT B ATHAA AR
SELECT p.permission

FROM t_useru
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INNER JOIN t_user_role ur ON u.id = ur.user_id
INNER JOIN t_role_permission rp ON ur.role_id = rp.role_id
INNER JOIN t_permission p ON rp.permission_id = p.id

WHERE u.id = 2;

3.7.2.1. UserMapper £

package cn.sml234.dao;

import java.util.List;

import cn.sml1234.domain.User;

public interface UserMapper {

/kk
* R4 H A A
* @param name
* @return
*/

public User findByName(String name);

/**
* AR ID B A K B IR R AUD
*/

public List<String> findPermissionByUserId(Integer userId);
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3.7.2.2. Mapper B&i3z#t

<select id="findPermissionByUserId" parameterType="int" resultType="string">
SELECT p.permission
FROM t_user u
INNER JOIN t_user_role ur ON u.id = ur.user_id

INNER JOIN t_role_permission rp ON ur.role_id

rp.role_id
INNER JOIN t_permission p ON rp.permission_id = p.id
WHERE u.id = #{value};

</select>

3.7.2.3. Service EOFSCIR

B

public List<String> findPermissionByUserId(Integer userId);

KL

@Override
public List<String> findPermissionByUserId(Integer userId) {

return userMapper.findPermissionByUserId(userId);

3.7.2.4. MyRealm

/ 13RI
@Override
protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection argd) {

SimpleAuthorizationInfo info = new SimpleAuthorizationInfo();
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/*/ 2T BRI

info.addStringPermission("product:add");

VUK = RENINE LT

info.addRole("admin");*/

/145 0 S P BT A SR AL
[/ RBCETHTH ) pricipal
Subject subject = SecurityUtils.getSubject();

User dbUser = (User)subject.getPrincipal();

/72 EWHTH A R IR A
List<String> perms = userService.findPermissionByUserId(dbUser.getId());
if(perms!=null){
/ /38 AL
for (String perm : perms) {
if(!StringUtils.isEmpty(perm)){

info.addStringPermission(perm);

return info;

}

RIS [ shiro 1 JE R0 A -

<!-- f§iff] Shiro MU BT IEA AR -->

<property name="filterChainDefinitions">
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<value>
/user/login=anon
/product/toList=perms[product:list]
/product/toAdd=perms[product:add]
/product/toUpdate=perms[product:update]
/**=authc

</value>

</property>

3.8. 1% Shiro 89 JSP W RIFZE

3.8.1. 7£ JSP W [H S A shiro 13&E

<%@ taglib uri="http://shiro.apache.org/tags" prefix="shiro"%>

3.8.2. {#i [ Shiro B RIFZE

<shiro:hasPermission name="product:add">
<a href="${pageContext.request.contextPath}/product/toAdd" > < /a><br/>
</shiro:hasPermission>

<shiro:hasPermission name="product:update">

<a href="¢${pageContext.request.contextPath}/product/toUpdate" > m1&ei</a><br/>
</shiro:hasPermission>

<shiro:hasPermission name="product:list">

<a href="${pageContext.request.contextPath}/product/toList">®M¥5|F</a><br/>

</shiro:hasPermission>
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4. Spring Boot 4 Shiro (B4 SSM)

4.1.3%&3 Spring Boot I B f 1%

4.1.1. 237 maven DI H, S AL

e teemmee e —g— -

Configure project

Artifact
Group Id: ‘cn.srm 234

Artifact Id: ‘shIm—sprTng boot

Version: 0.0.1-SNAPSHOT ~

Packaging: |jar v

Name: ‘

Description: ‘

Parent Project

Group Id: ‘
Artifact Id:
\ercinn: v

<project xmlns="http://maven.apache.org/POM/4.0.0"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"”
xsi:schemaLocation="http://maven.apache.org/POM/4.6.0

http://maven.apache.org/xsd/maven-4.0.0.xsd">

<modelVersion>4.0.0</modelVersion>

<!-- Spring Boot R Tf% -->

<parent>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-parent</artifactId>
<version>1.5.4.RELEASE</version>

</parent>

<groupId>cn.sml1234</groupId>

<artifactId>shiro-springboot</artifactId>

<version>0.0.1-SNAPSHOT</version>
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<dependencies>

<!-- web 3ZfF, SpringMvC, Servlet ZHf%%E -->

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-web</artifactId>

</dependency>

<l-- B thymeleaf ¥ -->

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-thymeleaf</artifactId>

</dependency>

</dependencies>

<l-- B -->

<properties>
<!-- IDK ZmikhiiA -->
<java.version>1.8</java.version>
<!-- i thymeleaf Ft¥ N 3.0 LLE -->
<thymeleaf.version>3.0.2.RELEASE</thymeleaf.version>
<thymeleaf-layout-dialect.version>2.0.4</thymeleaf-layout-dialect.version>

</properties>

</project>

4.1.2. 95’5 Controller

package cn.sml1234.controller;

import org.springframework.stereotype.Controller;
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import org.springframework.web.bind.annotation.RequestMapping;

/**
* g
* @author lenovo

*

*/
@Controller
@RequestMapping("/")

public class MainController {

@RequestMapping("/index")
public String index(){

return "index";

@RequestMapping("/toLogin")
public String toLogin(){

return "login";

@RequestMapping("/unAuth")
public String unAuth(){

return "unauth";

package cn.sml1234.controller;
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import org.springframework.stereotype.Controller;

import org.springframework.web.bind.annotation.RequestMapping;

@Controller
@RequestMapping("/product™)

public class ProductController {

@RequestMapping("/toAdd")
public String toAdd(){

return "product/add";

@RequestMapping("/toList")
public String toList(){

return "product/list";

@RequestMapping("/toUpdate")
public String toUpdate(){

return "product/update”;




HREE
sm1234.cn

/N Java SEIR R BIHE

4.1.3. %5 html TWH

FEVRNENELE ALy
~ & shiro-springboot

> 2 src/main/java

v 2 src/main/resaurces
v = templates
v = product

E add.html

E list.html

El update.html
B index.html
E login.html
E unauth.html
Rl R R —

# src/test/resources

]

4.2.Shiro 4

4.2.1. § A\ shiro BE 4R

<dependency>
<groupId>org.apache.shiro</groupId>
<artifactId>shiro-spring</artifactId>
<version>1.4.0</version>

</dependency>

4.2.2. %#’5 Shiro BLE K

package cn.sml1234.shiro;

import org.apache.shiro.spring.web.ShiroFilterFactoryBean;
import org.apache.shiro.web.mgt.DefaultWebSecurityManager;
import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;
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/**
* Shiro fRCE 2

* @author lenovo

*/
@Configuration

public class ShiroConfig {

/**

* 1.8J% ShiroFilterFactoryBean
*/

@Bean

public ShiroFilterFactoryBean shiroFilterFactoryBean(DefaultWebSecurityManager

securityManager){

ShiroFilterFactoryBean bean = new ShiroFilterFactoryBean();

//%Hk SecurityManager

bean.setSecurityManager(securityManager);

return bean;

/**

* 2. 8% SecurityManager

*/

@Bean

public DefaultWebSecurityManager defaultWebSecurityManager(MyRealm realm){

DefaultWebSecurityManager manager = new DefaultWebSecurityManager();
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// %k realm

manager.setRealm(realm);

return manager;

/**
* 3, Realm
*/
@Bean
public MyRealm myReal(){
MyRealm realm = new MyRealm();

return realm;

4.3. 8. & Shiro \IETERS LI SRIRI=8

/**
* 1. f|# ShiroFilterFactoryBean
*/
@Bean
public ShiroFilterFactoryBean shiroFilterFactoryBean(DefaultWebSecurityManager
securityManager){

ShiroFilterFactoryBean bean = new ShiroFilterFactoryBean();

//<Bf SecurityManager
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bean.setSecurityManager(securityManager);

Map<String,String> filterMap = new LinkedHashMap<>();

[ NIEILJE 3
filterMap.put("/product/toAdd", "anon");

filterMap.put("/**", "authc");

// %00 shiro IEJESE

bean.setFilterChainDefinitionMap(filterMap);

/ /BB R R
bean.setLoginUrl("/toLogin");

return bean;

4.4.4%5 Shiro BIINIE#R{E

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4/loose.dtd">

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<title>BEXIUH</title>

</head>

<body>

<h3>H & 3x</h3>

<font color="red"></font>

<form method="post" action="/user/Login">

M4 <input type="text" name="name"/><br/>
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. <input type="password" name="password"/><br/>

<input type="submit" value="#Z-R">

</form>
</body>

</html>

4.4.1. 48 5 UserController

package cn.sml1234.controller;

import

import
import
import
import
import
import
import
import

import

import

@Controller

javax.servlet.http.HttpServletRequest;

org.

org.

org.

org.

org.

org.

org.

org.

org.

apache.shiro.SecurityUtils;
apache.shiro.authc.AuthenticationToken;
apache.shiro.authc.IncorrectCredentialsException;
apache.shiro.authc.UnknownAccountException;
apache.shiro.authc.UsernamePasswordToken;
apache.shiro.subject.Subject;
springframework.stereotype.Controller;
springframework.ui.Model;

springframework.web.bind.annotation.RequestMapping;

cn.sml234.domain.User;

@RequestMapping("/user")

public class UserController {
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*/
@RequestMapping("/login")
public String login(User user,HttpServletRequest request,Model model){

/ /18 shiro HHTE

Subject subject = SecurityUtils.getSubject();

AuthenticationToken token = new UsernamePasswordToken(user.getName(),

user.getPassword());

try {

subject.login(token);

/&R

User dbUser = (User)subject.getPrincipal();

request.getSession().setAttribute("userName", dbUser.getName());

return "redirect:/index";

} catch (UnknownAccountException e) {
model.addAttribute("msg", "M /T ZATEE");
return "login";

} catch (IncorrectCredentialsException e) {

model.addAttribute("msg", "ZfiL");

return "login";
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4.4.2. %45 MyReal FI{LH5

//GE
@Override
protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken argo)
throws AuthenticationException {
/7 L REH A 5 S

UsernamePasswordToken token = (UsernamePasswordToken) argo;

/1 BEAHCR PEH B
String name = "jack";

String password = "1234";

if (!token.getUsername().equals(name)) {
/! P AFLE

return null;

User dbUser = new User();
dbUser.setName(name);

dbUser.setPassword(password);

/7 IRIAIE

return new SimpleAuthenticationInfo(dbUser, dbUser.getPassword(), "");

4.4.3. FF N HEERT

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
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"http://www.w3.0org/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<title>ERUUH</title>
</head>
<body>
<h3>H & 3x</h3>
<font color="red" th:text="${msg}"></font>
<form method="post" action="/user/lLogin">
A/ 4. <input type="text" name="name"/><br/>
4. <input type="password” name="password"/><br/>
<input type="submit" value="1#%">
</form>
</body>

</html>

4.5. 485 shiro HIISIIR/E

/**
* 1. f|# ShiroFilterFactoryBean
*/
@Bean
public ShiroFilterFactoryBean shiroFilterFactoryBean(DefaultWebSecurityManager
securityManager){

ShiroFilterFactoryBean bean = new ShiroFilterFactoryBean();

// 58k SecurityManager

bean.setSecurityManager(securityManager);
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Map<String,String> filterMap = new LinkedHashMap<>();

YIAINT Suris

filterMap.put("/product/toAdd", "anon");

/T8 & U

filterMap.put("/user/login", "anon");

YOk 236NN 5

filterMap.put("/product/toAdd", "perms[product:add]");
filterMap.put("/product/toUpdate”, "perms[product:update]");

filterMap.put("/**", "authc");

/ /N shiro T2

bean.setFilterChainDefinitionMap(filterMap);

[ 1MEBUE R
bean.setLoginUrl("/toLogin");
/1IN UL T
bean.setUnauthorizedUrl("/unAuth");

return bean;

@Override
protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection
principals) {

SimpleAuthorizationInfo info = new SimpleAuthorizationInfo();

info.addStringPermission("product:add");
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return info;

4.6. ¥4 MyBatis

4.6.1. 5\ mybatis fH2AHR

<!-- SpringBoot [f] Mybatis JA8l#F -->
<dependency>

<groupId>org.mybatis.spring.boot</groupIld>

<artifactId>mybatis-spring-boot-starter</artifactId>

<version>1.1.1</version>

</dependency>

<!-- druid #&# -->

<dependency>
<groupId>com.alibaba</groupId>
<artifactId>druid</artifactId>
<version>1.0.9</version>

</dependency>

<!-- mysql -->

<dependency>
<groupId>mysqgl</groupId>
<artifactId>mysqgl-connector-java</artifactId>

</dependency>

4.6.2. Bic & application.properties

spring.datasource.url=jdbc:mysql://localhost:3306/shiro
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spring.datasource.driverClassName=com.mysql.jdbc.Driver

spring.datasource.username=root

spring.datasource.password=root

spring.datasource.type=com.alibaba.druid.pool.DruidDataSource

mybatis.type-aliases-package=cn.sm1234.domain

4.6.3. 8’5 Mapper 5 O Flak st

4.6.3.1. Mapper ##EQO

package cn.sml234.dao;

import cn.sml1234.domain.User;

public interface UserMapper {

public User findByName(String name);

4.6.3.2. Mapper &t

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE mapper

PUBLIC "-//mybatis.org//DTD Mapper 3.0//EN"
"http://mybatis.org/dtd/mybatis-3-mapper.dtd">

<mapper namespace="cn.sm1234.dao.UserMapper">

<select id="findByName" parameterType="string" resultType="user">
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SELECT id,
NAME,
PASSWORD
FROM
shiro.t_user
where name = #{value}
</select>

</mapper>

4.6.4. 152 ShiroApplication 533K

@SpringBootApplication
@VapperScan("cn.sm1234.dao")

public class ShiroApplication {

public static void main(String[] args) {

SpringApplication.run(ShiroApplication.class, args);

4.6.5. MARIFIE

package cn.sml1234.test;

import javax.annotation.Resource;

import org.junit.Test;

import org.junit.runner.RunWith;
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import org.springframework.boot.test.context.SpringBootTest;

import org.springframework.test.context.junit4.SpringJUnit4ClassRunner;

import cn.sm1234.ShiroApplication;
import cn.sml1234.dao.UserMapper;

import cn.sml1234.domain.User;

@RunWith(SpringJUnit4ClassRunner.class)
@SpringBootTest(classes=ShiroApplication.class)

public class UserMapperTest {

@Resource

private UserMapper userMapper;

@Test
public void testFindByName(){
User user = userMapper.findByName("eric");

System.out.println(user);

4.7. BB AENTSINIEFNFR

public class MyRealm extends AuthorizingRealm {

@Resource

private UserService userService;

@Override
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protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection
principals) {

SimpleAuthorizationInfo info = new SimpleAuthorizationInfo();

//info.addStringPermission("product:add");

k- ELiNEa
Subject subject = SecurityUtils.getSubject();

User dbUser = (User)subject.getPrincipal();

List<String> perms = userService.findPermissionByUserId(dbUser.getId());
if(perms!=null){
for (String perm : perms) {
if(!StringUtils.isEmpty(perm)){

info.addStringPermission(perm);

return info;

//INIE
@Override
protected AuthenticationInfo doGetAuthenticationInfo(AuthenticationToken argo)
throws AuthenticationException {
/7 1 REH AR 5 S

UsernamePasswordToken token = (UsernamePasswordToken) argo;
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7%/ 1 RS P )
String name = "jack";

String password = "1234";

if (!token.getUsername().equals(name)) {

/1 RPN

return null;

User dbUser = new User();
dbUser.setName(name);

dbUser.setPassword(password);*/

User dbUser = userService.findByName(token.getUsername());
if(dbUser==null){
/IR AR AE

return null;

/7 IRIEIE

return new SimpleAuthenticationInfo(dbUser, dbUser.getPassword(), "");

4.8. Thymeleaf 24 Shiro U RFrE

4.8.1. S NE SR

<!-- thymeleaf ¥4 shiro bp%% -->
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<dependency>
<groupId>com.github.theborakompanioni</groupId>
<artifactId>thymeleaf-extras-shiro</artifactId>
<version>2.0.0</version>

</dependency>

4.8.2. it & ShiroConfig

FESRAFIIN—ATTA:

/**

* L Shiro A28

*/

@Bean

public ShiroDialect shiroDialect(){

return new ShiroDialect();

4.8.3. 7E html TWEfEH shiro 134&

<!DOCTYPE html>

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<title>PimEHRG)E 6 E</title>

</head>

<body>

<h3>HMEHRSE G ET</h3>
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MHTH 4. <span th:text="g{session.userName}"></span>

<hr/>

<span shiro:hasPermission="product:add">

<a href="/product/toAdd" >i& i< /a><br/>
</span>

<span shiro:hasPermission="product:update">
<a href="/product/toUpdate">FiM&ik</a><br/>
</span>

<span shiro:hasPermission="product:Llist">

<a href="/product/toList">T A FE</a><br/>

</span>

</body>

</html>

4.9. Shiro ;¥ $4IhEE

4.9.1. idnex.hmtl

<a href="/user/logout" > 44</a>

4.9.2. 98’5 UserController

/%
* YRR TE
*/

@RequestMapping("/logout™)
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public String logout(){
Subject subject = SecurityUtils.getSubject();
subject.logout(); //shiro JKZMIEk session [4ififs H

return "redirect:/tolLogin";

4.10. I} RememberMe Ik

4.10.1. fc & ShiroConfig 2%

/**
* Shiro fRCE 2

* @author lenovo

*/
@Configuration

public class ShiroConfig {

/**
* 1.8J% ShiroFilterFactoryBean
*/
@Bean
public ShiroFilterFactoryBean shiroFilterFactoryBean(DefaultWebSecurityManager
securityManager){

ShiroFilterFactoryBean bean = new ShiroFilterFactoryBean();

//5%Hk SecurityManager

bean.setSecurityManager(securityManager);

Map<String,String> filterMap = new LinkedHashMap<>();
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/ FNERLJERS

filterMap.put("/product/toAdd", "perms[product:add]");

/ [ TAT R 3 T

filterMap.put("/user/login", "anon");

/ [ HRBGL U &

filterMap.put("/product/toList", "perms[product:list]");

filterMap.put("/product/toUpdate"”, "perms[product:update]");

/7N user L UESE

filterMap.put("/index", "user"); // /index HJi&:K HZ(EH] rememberMe IhfiE, il
LAV ] T

filterMap.put("/**", "authc");

/ /N shiro T4

bean.setFilterChainDefinitionMap(filterMap);

[ 1MEBUE R
bean.setLoginUrl("/toLogin");

/T IMARAF AL SE7R UL T
bean.setUnauthorizedUrl("/unAuth");

return bean;

/%%
* 2. fil# SecurityManager

*/

@Bean

public DefaultWebSecurityManager defaultWebSecurityManager(MyRealm

realm,CookieRememberMeManager rememberMeManager){
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DefaultWebSecurityManager manager = new DefaultWebSecurityManager();

//REk realm

manager.setRealm(realm);

//5%8% rememberMeManager

manager.setRememberMeManager (rememberMeManager) ;

return manager;

/ /8% CookieRememberMeManager

@Bean

public CookieRememberMeManager cookieRememberMeManager(SimpleCookie cookie){
CookieRememberMeManager manager = new CookieRememberMeManager();
manager.setCookie(cookie);

return manager;

/%%
* RememberMe [ ZhRE
*/
/ /8% Cookie
@Bean
public SimpleCookie simpleCookie(){
SimpleCookie cookie = new SimpleCookie("rememberMe");
// B cookie M [A]K
cookie.setMaxAge(120);

/ /BB R AR
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cookie.setHttpOnly(true);

return cookie;

/**
* 3, % Realm
*/
@Bean
public MyRealm myReal(){
MyRealm realm = new MyRealm();

return realm;

* B4 Shiro br%E
*/
@Bean
public ShiroDialect shiroDialect(){

return new ShiroDialect();

4.10.2. & login.html

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0org/TR/html4/loose.dtd">
<html>

<head>
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<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<title>BEXIUH</title>
</head>
<body>
<h3>H & 3x</h3>
<font color="red" th:text="${msg}"></font>
<form method="post" action="/user/lLogin">
M 4. <input type="text" name="name"/><br/>
. <input type="password" name="password"/><br/>
RMICERK: <input type="checkbox" name="rememberMe" value="1"/><br/>
<input type="submit" value="1#%">
</form>
</body>

</html>

4.10.3. & UserController

/**

@RequestMapping("/login™)
public String login(User user,String rememberMe,HttpServletRequest
request,Model model){

/ /8 shiro AT &

Subject subject = SecurityUtils.getSubject();

//AuthenticationToken token = new

UsernamePasswordToken(user.getName(), user.getPassword());




HREE
sm1234.cn

/N Java SEIR R BIHE

UsernamePasswordToken token = new

UsernamePasswordToken(user.getName(), user.getPassword());

// %L remenmberMe [N fE

if(rememberMe!=null && rememberMe.equals("1")){
token.setRememberMe(true);

}

try {

subject.login(token);

/1 F

User dbUser = (User)subject.getPrincipal();

request.getSession().setAttribute("userName",

dbUser.getName());

return "redirect:/index";

} catch (UnknownAccountException e) {
model.addAttribute("msg", "/ AALEAE");
return "login";

} catch (IncorrectCredentialsException e) {
model.addAttribute("msg", "SHiLHR");

return "login";

4.11. HEM Filter #¥;[a] Session 58

package cn.sml1234.filter;
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import javax.servlet.ServletRequest;

import javax.servlet.ServletResponse;

import org.apache.shiro.session.Session;
import org.apache.shiro.subject.Subject;

import org.apache.shiro.web.filter.authc.FormAuthenticationFilter;

import cn.sml1234.domain.User;
/**
* 58 SGNIELHESS, I\ RememberMe HIIhfE

* @author lenovo

*/

public class UserFormAuthenticationFilter extends FormAuthenticationFilter {

@Override
protected boolean isAccessAllowed(ServletRequest request, ServletResponse
response, Object mappedValue) {

Subject subject = getSubject(request, response);

// W isAuthenticated N false UEMIAZEFidM, [FEE) isRememberd A true
// UEAH & B8 I B s e I REHE Rk 1

if (!subject.isAuthenticated() && subject.isRemembered()) {

// 3REL session BERARLTM

Session session = subject.getSession(true);

// BE session JEMEMATZ R AN

if (session.getAttribute("userName") == null) {




e

e MR Java S8 I
/1 WRGE T A WG
User dbUser = (User)subject.getPrincipal();
VIEENEDRE &
session.setAttribute("userName", dbUser.getName());
}
}

/] EANTTEAK A IRE subject.isAuthenticated() HLEERATINE
subject.isRemembered()
// BRI remember 1X Al L

return subject.isAuthenticated() || subject.isRemembered();

4.12. f£R Shiro WMEBEHZSESF

/**

*
R
e

*/

@RequestMapping("/login")

public String login(User user,String rememberMe,HttpServletRequest request,Model
model){

/ /18 shiro HHTE

Subject subject = SecurityUtils.getSubject();

//AuthenticationToken token = new UsernamePasswordToken(user.getName(),

user.getPassword());
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/ /18 H Shiro XGPS AT &

Md5Hash hash = new MdS5Hash(user.getPassword(), user.getName(), 2);

UsernamePasswordToken token = new UsernamePasswordToken(user.getName(),

hash.toString());

// % & remenmberMe [1IfE

if(rememberMe!=null && rememberMe.equals("1")){
token.setRememberMe(true);

}

try {

subject.login(token);

/&R

User dbUser = (User)subject.getPrincipal();

request.getSession().setAttribute("userName", dbUser.getName());

return "redirect:/index";

} catch (UnknownAccountException e) {
model.addAttribute("msg", "M /T ZATEE");
return "login";

} catch (IncorrectCredentialsException e) {

model.addAttribute("msg", "ZEfiLiEIR");

return "login";
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4.13. Kaptcha 3&3ERS

4.13.1. 5\ Kaptcha %5

<V-- IGERY -->
<dependency>
<groupId>com.github.penggle</groupId>
<artifactId>kaptcha</artifactId>
<version>2.3.2</version>

</dependency>

4.13.2. %5 Kaptcha FBE%

package cn.sml1234.shiro;

import java.util.Properties;

import org.springframework.context.annotation.Bean;

import org.springframework.stereotype.Component;

import com.google.code.kaptcha.impl.DefaultKaptcha;

import com.google.code.kaptcha.util.Config;

@Component

public class KaptcharConfig {

@Bean
public DefaultKaptcha getDefaultKaptcha() {
com.google.code.kaptcha.impl.DefaultKaptcha defaultKaptcha = new

com.google.code.kaptcha.impl.DefaultKaptcha();
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")

Properties properties = new Properties();

properties.setProperty("kaptcha.border", "yes");

properties.setProperty("kaptcha.border.color", "105,179,90");

properties.setProperty("kaptcha.textproducer.font.color", "blue");

properties.setProperty("kaptcha.image.width", "110");

properties.setProperty("kaptcha.image.height", "40");

properties.setProperty("kaptcha.textproducer.font.size", "30");

properties.setProperty("kaptcha.session.key", "code");

properties.setProperty("kaptcha.textproducer.char.length", "4");

properties.setProperty("kaptcha.textproducer.font.names", "JRihk, #E4d fuid o

Config config = new Config(properties);

defaultKaptcha.setConfig(config);

return defaultKaptcha;

4.13.3.

KaptchaController

package cn.sml234.controller;

import

import

import
import
import

import

java.awt.image.BufferedImage;

java.io.ByteArrayOutputStream;

javax.
javax.
javax.

javax.

annotation.Resource;
imageio.ImagelO;
servlet.ServletOutputStream;

servlet.http.HttpServletRequest;
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import javax.servlet.http.HttpServletResponse;

import org.springframework.stereotype.Controller;

import org.springframework.web.bind.annotation.RequestMapping;

import com.google.code.kaptcha.impl.DefaultKaptcha;

@Controller

public class KaptcharController {

@Resource

private DefaultKaptcha defaultKaptcha;

@RequestMapping("/defaultKaptcha")
public void defaultKaptcha(HttpServletRequest httpServletRequest,
HttpServletResponse httpServletResponse)
throws Exception {
byte[] captchaChallengeAsJpeg = null;
ByteArrayOutputStream jpegOutputStream = new ByteArrayOutputStream();
try {
[/ EFFERAERS AT R T ORAFF session
String createText = defaultKaptcha.createText();
httpServletRequest.getSession().setAttribute("verifyCode", createText);

/7 AE AR BB AIE RS 7 45 5 3R 5] — > BufferedImage X1 4 38 4 byte 5 A F byte ¥4

BufferedImage challenge = defaultKaptcha.createImage(createText);
ImageIO.write(challenge, "jpg", JjpegOutputStream);
} catch (IllegalArgumentException e) {

httpServletResponse.sendError(HttpServletResponse.SC_NOT_FOUND) ;
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return;

// 5E X response it 2Ry image/jpeg 57, i response #i ikt A byte $

captchaChallengeAsJpeg = jpegOutputStream.toByteArray();
httpServletResponse.setHeader("Cache-Control", "no-store");
httpServletResponse.setHeader("Pragma"™, "no-cache");
httpServletResponse.setDateHeader("Expires", 0);
httpServletResponse.setContentType("image/jpeg");
ServletOutputStream responseOutputStream =

httpServletResponse.getOutputStream();
responseQutputStream.write(captchaChallengeAsJpeg);
responseOutputStream.flush();

responseQutputStream.close();

4.13.4. £ login.html! {3 F 5{ERD

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN"
"http://www.w3.0rg/TR/html4/loose.dtd">

<html>

<head>

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<title>XERIUMI</title>

</head>

<body>

<h3>H & 5%</h3>




HREE
sm1234.cn

/NR Java SR R T HRE

<font color="red" th:text="${msg}"></font>
<form method="post" action="/user/lLogin">
A/ 4. <input type="text" name="name"/><br/>
Zh: <input type="password” name="password"/><br/>
IGUETS: <input type="text" name="code"/><img src="/defaultKaptcha"
onclick="this.src="/defaultKaptcha?d="+new Date()"/>
<br/>
EHiefERK: <input type="checkbox" name="rememberMe" value="1"/><br/>
<input type="submit" value="1#%">
</form>
</body>

</html>

4.13.5. KiFFHFPBWARTIERH

@RequestMapping("/login")
public String login(User user,String rememberMe,String code,HttpServletRequest
request,Model model){
/7 FIBTIEIER & 75 TER
if(!StringUtils.isEmpty(code)){
/ /B AR BRI B AIE i
String verifyCode =
(String)request.getSession().getAttribute("verifyCode");
if(!code.equals(verifyCode)){
model.addAttribute("msg", "IiFFLHIAAR");

return "login";
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/11 shiro HEAT 5%

Subject subject = SecurityUtils.getSubject();

//AuthenticationToken token = new UsernamePasswordToken(user.getName(),

user.getPassword());

/ /15 Shiro %25 i k4T hn 2%

Md5Hash hash = new Md5Hash(user.getPassword(), user.getName(), 2);

UsernamePasswordToken token = new UsernamePasswordToken(user.getName(),

hash.toString());

// % E remenmberMe [1)IIRE

if(rememberMe!=null && rememberMe.equals("1")){
token.setRememberMe (true);

}

try {

subject.login(token);

/1R

User dbUser = (User)subject.getPrincipal();

request.getSession().setAttribute("userName", dbUser.getName());
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return "redirect:/index";

} catch (UnknownAccountException e)

{

model.addAttribute("msg", "M TZATEE");

return "login";

} catch (IncorrectCredentialsException e) {

model.addAttribute("msg", "%

return "login";

Hik");
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